Thomas Bullinger   
Email: mrbulli@btoy1.net






Fairport, NY 14450

Linkedin profile: https://www.linkedin.com/in/thomasbullinger/

Objective 

Seeking a position as a Senior IT Security Architect or similar.

Summary

· Over 12 years experience managing an Information Security and Enterprise Security Risk practice, acted as virtual CISO for Healthcare organizations.

· Over 15 years experience of designing, implementing and managing secure network and host setups across the USA.

· Over 10 years experience with hardware/software security implementation, encryption techniques/tools, and various ISO/PCI/GLBA/HIPAA based audits.

· Solid understanding of security architecture and models in terms of confidentiality, integrity, availability, and information flow.

· Strong knowledge of cloud and SaaS security models and controls.

· Over 20 years of experience in Unix System Administration, Networking, Email Security, Encryption and Relational Databases.

· Over 30 years of experience as a Software Engineer (anything from Assembler via Pascal, PL/M to C, Perl and PHP).

Professional Certifications

For a detailed list see http://www.brainbench.com/transcript.jsp?pid=1055441
	Cisco Certified Network Associate (CCNA) 
	1998-09-01
	Cisco

	Sun Certified System Administrator 
	1999-09-01
	Sun Microsystems

	Sun Certified Network Administrator 
	1999-12-26
	Sun Microsystems

	Cisco Certified Network Professional (CCNP) 
	2002-03-09
	Cisco

	Certified Information Systems Security Professional (CISSP) 
	2003-01-08
	(ISC)2

	Dell Associate DSCE (Dell Systems Certified Expert) 
	2007-04-24
	Dell

	Information Security Technology Fundamentals
	2012-11-12
	Brainbench

	Networking Concepts
	2013-01-16
	Brainbench

	ITIL V3 (2011) Foundation
	2013-03-15
	Fruition Partners

	CISSP-ISSAP Concentration
	2015-07-29
	(ISC)2

	CCSK v4
	2018-11-23
	CSA

	CDPSE
	2021-03-20
	ISACA

	Azure Fundamentals
	2021-07-20
	Microsoft


Training

Nov 2018
CCSK v4 Certification (Cloud Security Alliance)

Mar 2013
ITIL V3 Foundations Certification (ServiceNow/Fruition Partners)

July 2012
Virtualization and Private Cloud Security (SANS course 579
)

Skills 

IT Management

· Managed a group of IT security engineers for 7 years, incl. budgeting, planning, and personnel and technical management

· Acted as virtual CISO for Healthcare organizations

· Managed over 50 different firewalls, IDS/IPS systems, mail and web filters nationwide

· Managed cloud services for secure email handling, filtering and encryption

· Setup, managed and trained Kanban management system

· Managed over 100 Unix servers for a SaaS provider

IT Security 

· Conceptual and logical IT security architecture (IAM and CIAM, Network Segmentation, API Security, Cloud, Logging and Monitoring)

· Log management (syslog, accelops, etc.)

· Email security (spamassassin, amavisd, postfix, ZIX, Zimbra, etc.)

· Server security (CIS hardening, sudo, syslog, etc.)

· Network and Applications firewalls (iptables, Cisco ASA, Sonicwall, Fortinet, Sophos, mod_security, snort, etc.)

· Encryption (gpg, openssl, ssh, etc.)

Server Systems 

· Unix (Solaris 8x and above) 

· Linux (Redhat, Ubuntu) 

· Windows (Server)

Network Infrastructure 

· Security architecture (firewalls, IDS/IPS, audits, etc.)

· Network architecture (VLANs, DMZ, virtual switches, etc.)

· Virtualization (Vmware, KVM, etc.) 

· Load balancers (NGINX, BigIP F5)

· SAN/NAS (AoE, NFS, etc.)

Programming 

· perl & php 

· bash (shell scripting)

· Revision control (GIT, Mercurial, etc.)

Software 

· Zimbra, ZIX, postfix, spamassassin/amavisd

· MySQL/MariaDB, SQlite 

· iptables, Cisco ASA, Sonicwall, Fortinet, Sophos, (r)syslog 

· gpg, openssl, ssh

Experience 

A full history is available upon request 

M&T Bank: Enterprise Cybersecurity Architect

Sep 2018 – present
Creating and maintaining enterprise-wide cyber security strategies, roadmaps and patterns

· ID Access and Management

· Network Segmentation

· API Security

· Cloud Security

· Encryption

· Logging and Monitoring

Bytronics, Inc/Irth Solutions: Senior Network and Security Engineer

May 2017 – Jun 2018

Maintaining and improving existing infrastructure:
- Firewalls and other security devices (incl. IPSec and OpenVPN based VPN setups)
- BigIP F5 load balancers
- Unix/Linux servers
- Email servers and gateways

Created and actively maintaining network management system (based on icinga2) - incl. plethora of custom plugins for agentless monitoring and managing devices

Created and actively maintaining documentation and version control platform (based on Gitlab)

Handling of network, server and security incidents

United Healthgroup: Security Solutions Architect

Mar 2015 – Apr 2017

Design access and authentication patterns for Unix/Linux and database administrators

Assist departments and teams in implementation via guidelines, proof-of-concept and pilot projects

Advising large projects on Security related questions and architectures

Review existing and planned architecture (changes) from a security point of view

Earthlink: Senior IT Security Engineer 

Aug 2011-April 2015

Security Consultant to internal Software Development groups.

Responsible for security educations through awareness training (specifically geared towards software developers) and on-demand consulting.

Implemented continuous security testing through Fortify-on-Demand (code security reviews) and server-based OWASP “Zero-Attack-Proxy” architecture; all testing is (semi-)automated and embedded into the Software Development Lifecycle.

Synergy Global Solutions: Director Security Services 

Apr 2007- Jul 2011 

Chief Security Architect and Technology Officer.

Managed a group of IT security engineers, incl. budgeting, planning, and personnel and technical management.

Managed over 50 different firewalls, IDS/IPS systems, mail and web filters nationwide; cloud services for secure email handling, filtering and encryption.

Responsible for design and maintenance of security solutions (hosted and on-premise), for managing security projects, perform professional services in the security realm, and represent the company in technical (security) aspects. Responsible for the development and maintenance of in- house security solutions (DefenderWall line of products). 

Xdefenders: VP Security Services 

Jan 2003 – Jul 2011 

The technical guy - ie. chief architect and technology officer.

Managed a group of IT security engineers, incl. budgeting, planning, and personnel and technical management.

Managed over 50 different firewalls, IDS/IPS systems, mail and web filters nationwide; cloud services for secure email handling, filtering and encryption.

Responsible for design and maintenance of DefenderWall line of products, managing projects, perform professional services, lend a hand for pre- and post-sales activities, represent the company in technical aspects.  Responsible for the development and maintenance of in- house security solutions (DefenderWall line of products).

Education and Certifications

See also list of certifications above.

Volkshochschule Reutlingen 

Sep 1985 - Jul 1986

Business Associates in Business Programming 

Eberhard-Karls Universität Tübingen 

Sep 1979 – Sep 1984

Masters in History and Theology 

Languages 

· English (expert proficiency) 

· German (expert proficiency, native language) 

· French (limited proficiency)

References

Mike Rogers, Director Security Architecture at United Healthcare, 612-387-3065

Jeanne Brown, Director Digital Towpath Cooperative, 315-520-4502

�	https://www.sans.org/course/virtualization-private-cloud-security
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